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SAFETY
CATCH

SA corporates must become far more proactive
when it comes to securing data

BY TONI MUIR





mployeebehaviour-

whetheraccidentalor
malicious- isthebiggest
threat to dataprivacy
andsecurityinSA,says

DraganPetkovic,security
productleaderat ECEMEAOracle."Industry
estimatesputnearlyhalfof all securitybreaches

downto inadvertenthumanerror.Theseattacksare
usuallyconductedthroughphishing,whalingand
otherattacksthat relyonunsuspectingend-users
to clickon linksto infectedwebsites,or open

attachmentsthat installmalwareor ransomware.'
RohanIsaacs,directorandheadoftechnology

at NortonRoseFulbright,agreesthat peopleare
at the centreof the problem.'People,primarily

employees,whodon'treceivepropertrainingand
awarenessin cybervigilanceposethe biggest
threat. Evenemployeeswhohavebeentrained
are humanandmakeerrorsthat cybercriminals

exploit.Mostcyberattacksoccurthroughemploy-
eesunintentionallygivingcybercriminalsaccess
to systems.

WilmariStrachan,anexecutiveinthetechnology,

mediaandtelecommunicationsdepartmentof
ENSafrica,feelsdifferently.'Thebiggestthreatto
dataprivacyandsecurityisthe lackofcompliance

with data privacylegislation,' shesays.This is
becauseSA'sdataprivacylegislation,theProtection
ofPersonalInformation[POP!]Actof2013,is not

yetfullyoperational,sheadds.
ThePOPIActaffectshowcompaniesstore,

processandusepersonalcustomerdata.While

enforcementoftheact is imminent(hopefullyby
2020),businessesarealreadyworkingtoensure
compliance.Section19,whichpertainstosecurity

safeguards,stipulatesthat organisationstake
appropriatemeasuresto protectpersonalinfor-
mationagainstloss,damageor unauthorised
destruction,aswell as unlawfulaccessor pro-

cessing.Inshort,the responsibilitylieswiththe

businessto keepits securityanddataprotection

currentandtoensurethatanybodywhohandlesdata
on itsbehalfdoesthesame.ThePOPIAct isbased
ontheEU'sGeneralDataPrivacyRegulationsandis
thereforein linewithinternationalstandards.

'Eventhoughtherightto privacy,including
theprotectionofpersonalinformation,shouldbe
a knownconcept,companiesoftendonotinternalise

the complexitiesof POPIin their organisation's
designandprocesses.Thisis a corerisk,' says
AhmoreBurger-Smidt,directoratWerksmans

AdvisoryServices,headof itsdataprivacypractice

groupandco-authorofa CommentaryonthePro-
tectionofPersonalInformationAct, publishedby
LexisNexis.Aswellasa lackofunderstandingof
thePOPIAct's implicationsforbusiness,the fact

that cybercriminals'do notstandstill andare
alwayslookingforthe nextopportunityoffered
bya vulnerabilityin companysystems'leaves
companiesexposed,sheadds.

DanieStrachan, partnerat Adams& Adams,

believesthat whenthe POP!Actdoescomeinto
force, it will solvesomebut notall ofSA'scyber-

securityproblems.'Sure, it will set a standard

fororganisationswhentheyprocessinformation,
butthe lawis mainlyaimedat corporatesthat
processpersonalinformation- notcriminals."

Companieshaveanobligationto dealwith

'DATA SHOULD BE ACCESSED
ON A NEED-TO-KNOW
BASIS ONLY, BACKED BY
A LEGITIMATE INTEREST

informationresponsiblysothat criminalscannot
accessit andthus, oncethe POP!Act is in place,

it will bemoredifficult forcriminalsto access
informationbecauseofthosestrengthened
systemsatcompanylevel,headds.'Responsible
corporatecitizensshould,out of a moralobli-

gation,lookaftertheircustomers- andstaff- by
ensuringtheir informationis protected.Butthere

will probablybea huge,collectivesighwhenPOPI
is implemented,becausethencompanieswill
realisethey nowhaveto dosomethingaboutit.'

ElizabethdeStadler,a foundingdirectorof

NovationConsulting,believescompaniesare
notadequatelyawareofthe risksassociated
with insufficientdatasecurity.'Mostcompanies
underestimatethe costof a databreach.They

tendtofocusonregulatoryfinesandlegalcosts,
adoptingawait-and-seeapproachto POP!.But
infact,yourbiggestcostwillbelossofprofits,the
costofthe investigationandreputationalloss,"she

says.'LastyearIBMdida securitystudyinwhich
they foundthat the averagedatabreachcosts
R36.5million.Thelion'sshareofthatfigure is
lossofgoodwill,andthathasnothingtodowith

whetherlegislationis in placeor not.'
Accordingto OracleandKPMG'sCloudThreat

Report2018,whichexploresthesecuritychallenges

facedacrossthe globeandhowbusinessesare

. DRAGAN PETKOVIC, SECURITY PRODUCT LEADER, ECEMEA ORACLE



respondingto these,aswellasthetechnology
solutionsthat areenablingthemto resolvethese

threats, participatingorganisationsreported
experiencingawiderangeofcyberattacksoverthe
past24months.However,emailphishingtookthe
topspotastheattackvectorthatwasexperienced

mostoftenduringthat period.Ofthe companies
surveyedinthe report,two-thirds(66%) suffered
a significantbusinessoperationsinterruptionin
the pasttwoyears,with90% offirmssayingthat

at leasthalfoftheirdata issensitiveinformation.
Inaddition,38% reportedissuesdetectingand
respondingtocloudsecurityincidents.

'Cloudadoptionhasexpandedthecore-to-edge
threatmodel,"saysPetkovic.'An increasinglymobile
workforceaccessingbothon-premisesandcloud-
deliveredapplicationsanddatadramaticallycompli-
cateshoworganisationsmustthinkabouttheirrisk
andexposure."Hearguesthatmoreattentionneeds

to bepaidto practisingminimumprivileges.'Data
shouldbeaccessedona need-to-knowbasisonly,

backedbya legitimateinterest,"hesays.'These

accessrightsshouldbereviewedperiodicallyand
revokedwhennotrequired."

Strachanagrees,addingthatcompaniesshould
carefullyconsiderwhohasaccessto customer
files, what files andsensitiveinformationstaff
memberstakeoutoftheoffice,andwhatmightlie
aroundonworkstationsor at reception,asthese

arealsovulnerableareas.Hehighlightsthat the

moreinformationa companycollectsfromits
customers,thehigheritsriskofexposureshouldit
suffera securitybreach.'Thebottomlineisthis:
companiesshouldnotbecollectinginformation

that theydonotneed,"hesays.
Strachanarguesthat insufficientdatasecurity

haslesstodowithawarenessandmoretodowith
complacency.'Companiesthink databreaches

won'thappentothem,' hesays.'Thisisan ignorant
approach.Peoplethinkofa hackerassomeone
sittingintheirgaragebentovera computer,but

that's notthecasethesedays- just thinkofthe
ransomwaretypeofcybercrime.If youget locked
outofyoursystemsyouwon't be ableto paysup-
pliersor staff, or accessyourdata, withoutfirst

payinga ransom.'
Anotherproblemisthatwhilecompaniesknow

thesethreatsexist,theydonotfullycomprehend
theextentofthe riskstheypose,hesays.'They
mightthinkhackingisa threatto bigcorporates

only.Butransomwarecanhappentoanyoneand
it canshutdownyourentire business.Cyber
breacheshappeninvariousforms.
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Expertsagreethat to adequatelyprotectthe
datatheyhold,companiesshouldensurethattheir

employeesreceivepropertrainingandthattheyfully
understandthe importanceofcomplying.Companies
mustalsoestablishwhatinformationtheyprocess,
howtheyprocessit, howtheystoreit, whattheydo

withit, howtheyshareit andhowlongtheyretainit,
aswellaswhohasaccessto it andunderwhat
circumstances.Passwordsandencryption,along

withstrongITsystems,shouldbenon-negotiable.
In late2017,the privatepersonaldataof up

to 60millionSouthAfricans,somedeceasedor no

longerlivinginthecountry,wascompromisedwhen

a databasenamed'masterdeeds'waspubliclyleaked
online, exposingidentity numbers,contactdetails,
addressesandincomeestimates.LastMay,closeto
1millionrecordsofSAcitizenswereexposedonline,

includingsimilarinformationto the 'masterdeeds'

leak,butthistimerevealingplain-textpasswords.
In internationalnews,databreachesat behemoths

GoogleandFacebookmadeheadlinesformonths.

'Databreachescanhappenat anycompany,no
matterits size,geographicallocationor industry,

saysPetkovic.'Businesseshaveto befar more
proactivewhenit comesto protectingdata,espe-
ciallycustomerdata.'Andwhenit comesto 'closing
theholesattackersexploit",thevalueofpenetration

testingtofindthemandexpeditedpatchingtoclose
themiswellunderstood.'In fact,penetrationtesting
andpatchingmorefrequentlyarethe twoactions

citedmostoftenas havinghadthe mostpositive
impactonanorganisation'scybersecurityposture.'

Firmscanmakeeveryeffort,but lawsmuststill

prevail.'WhenPOPIisbroughtintoforcethiswill be

a majorstepforwardfordataprivacy,"saysIsaacs.
'TheCyberCrimeBill, whichisalsonotyet law,will

bea significantadvanceoncurrentlawsdealing
withcybercrimes.Untilthesepiecesof legislation
areinforcethough,legalprotectioninSouthAfrica

remainspatchy.Untilthen,thereare limitedlegal
consequencesfordatabreachesandlimitedability
to investigateandprosecutecybercrimes.'m


